Computer Use and Email Policy

The township relies on its computer network resources to conduct business and serve our members. To help ensure that its computer resources are used properly by its employees, independent contractors, and other computer users, and to minimize potential liability, the township has created this computer use policy. All computer users are obligated to use these resources responsibly, ethically, and lawfully.
You are given access to our computer network to assist you in performing your job: You should not have an expectation of privacy in anything you create, store, send or receive on our computer system. The computer system belongs to the township and is provided for business use. Limited personal use of township computer resources is acceptable only before or after office hours. Without prior notice, the township may review any material created, stored, sent, or received on its network or through the Internet or any other computer network.
Certain employees may be provided with access to the Internet to assist them in performing their jobs. The township recognizes that the Internet can be a valuable source of information and research. In addition, email provides an excellent means of communicating with other employees, our members, and other associates. Use of the Internet, however, must be tempered with commonsense and good judgment.

Employees are reminded that sending an email account provided to you to perform your job is the equivalent of sending a letter or memo on township letterhead. The origin of Internet email is easily identifiable and traceable. All township employees with Internet and e-mail access should therefore exercise the same good judgment and common sense when corresponding via a printed letter or memo on township letterhead.

If you abuse the township’s computer resources, including the Internet and email, you are subject to disciplinary action, including possible termination, and civil and criminal liability. Specifically, use of computer resources for any of these activities is strictly prohibited:

~Sending, receiving, downloading, displaying, printing, or otherwise disseminating
material that is sexually explicit, profane, obscene, harassing, fraudulent, racially
offensive, defamatory, or otherwise harmful.

~Disseminating or storing commercial or personal advertisements, solicitations,
promotions, destructive programs  (viruses or self-replicating code), political
information, or any other unauthorized material.
~Wasting computer resources and time by, among other things, sending mass
mailings or chain letters, spending excessive amounts of time on the Internet,
playing games, engaging in on-line chat groups, printing multiple copies of
documents, or otherwise creating unnecessary network traffic.

~Installing game software on any township computer.

If you become aware of someone using computer resources for any of these activities, you are obligated to report the incident immediately to your supervisor.
The township has the right, but not the duty, to monitor any and all aspects of its computer system, including, but not limited to, monitoring sites visited by Internet users, reviewing material downloaded or uploaded by Internet users, and reviewing e-mail sent and received by users.

The PSATS Ordinance Database includes examples that townships can use when developing their own ordinances, job descriptions, and personnel regulations. Please keep in mind that these examples are merely models and should only be used as a guide in developing your own ordinance, job description, or personnel regulation. PSATS encourages township officials to review and discuss all proposed ordinances, job descriptions, or personnel regulations with their township solicitor. Also, please keep in mind that PSATS cannot guarantee that a model ordinance, job description, or personnel regulation has or will withstand a court challenge.
